MyDAD

Empowering users to protect
themselves from harmful
advertising online




The Problem

Targeted online advertisements are a vector
for numerous harms.

Users have limited tools available to protect
themselves from dark ads.



Our Solution

A smartphone application thaempowers usersto
protect themselves from harmful advertising online

e (Create awarenessabout how you are targeted
e Provide opportunities for collective and
individual action
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Real -time notification of harmful ads

lllicit price
discrimination
Known scams
Product recalls
Misinformation



Streamlined, off -platform reporting of harmful ads

1 User sees suspect ad
In their feed
2. Pull-down notification

Assist users to report harmful or illicit
advertisements to relevant regulators

and advocacy groups panel, select Report
o Medical ad- TGA Ad |
: : : 3. Screen capture Is
e Misleading and deceptive analysed to detect
conduct - ACCC advertisement type
e Scams- ACCC, ATO, ACCAN 4. Ad, contextual info,
e ‘Finfluencer - ATO relevant user details

automatically sent to
appropriate authority



Feasibility - how does this all work?

On-device app runs in the background,
recording screen content

When phone is plugged in, Machine Learning
processing detects ads and uploads to server
Feasibility demonstrated in Krieter’s 2020 PhD
thesis [1] and open sourcecode

Tech Stack

Front end: Android MediaProjection AP1/
TensorFlow Lite

Back end:AWS Server instance / Machine
Learning libraryto cluster ads by campaign /
process and detect harmful ads

[ https://github.com/pkrieter/android-background-screen-recorder




Feasibility - near -future possibilities

Realtime on-device detection- efficient Remaining challenges

background processing of screen contents_

- Enabled byl'ensor coreson mobile
(iPhone, Android since 2021)

IOS Support- Apple API presently makes
user experience more painful.

Collecting targeting info
on mobile devices. Bot
accounts? Desktop users?
Proxy approaches?
Potential for legal
opposition from

platforms



Privacy and Ethical

practice

User-centric
No dark patterns

Privacy embedded in the
design of our system

No personal data
transmitted off-device
Servers comply with
International regulations for
P.l.l. data storage



Potential for Impact

e User empowerment

e Collective visibility

e Shorten the life of scams/ other
harmful ads

e Collective action (fellow users,
regulatory bodies, watchdog
organisations, government

policy)

‘Your year in Ads’
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When has public awareness led to action?




Summary

MyDAD- a tool for enabling users to be empowered
users to protect themselves online

Hi DAD, | feel unsafe online.

Hi unsafe online, I’'m DAD

DAD’s got your online back, so come be part of
the ad transparency family!




Streamlined, off -platform reporting of harmful ads

Our serverside backend uses ad
targeting data to automatically detect
and report illegal advertising practices

e Eg.Discriminatory pricing based on
protected attributes






http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr
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