
Capture, Identify and Report Dark Ads 



The Problem: Reporting Framework Doesn’t Work

Someone finds a bad ad They try to find who to lodge a 
complaint with …

?

… and might find someone who 
will listen

The ad eventually gets 
removed…

… after it has been seen by 
thousands of vulnerable people

… after the company’s 
benefited enormously from it

… after harm has been caused

… and nothing is recorded, so 
businesses can keep 

advertising again and again



Mobile App Browser Extension Webpage

Where we operate: no barriers to entry



How we work: accessible,quick, efficient

Medicine

Consumer Rights

Telecoms

Got Cha
Successful 
prosecution. 
Thanks for your 
help.

Got Cha
Investigation 
started. Thanks 
for reporting

TGA 
Administrator



● Automatic Tagging

● Better cross section of 
device data

● Free labelling

● Match with existing 
complaints

● Understand the difference 
between Ads on Mobiles 
and Web browser. 

Data & Model



https://www.uts.edu.au/node/247996/projects-and-research/digital-platform-complaint-handling

Case Study: 
UTS Centre for Media Transition, Digital Complaint Handling



Not just a point in a 
dataset

Live complaint feedback 
from the body 

Break the barriers 

Centralized repository 
of all complaints

Awards for prolific 
reporters

Public archive

Privacy Concerns
(Demographic)

Why it will work: People will be empowered

Increases level of reporting 
makes the case for new laws



Capture, Identify and Report Dark Ads 



Increases level of reporting 
makes the case for new laws

Compares Ads observed on 
mobile devices vs. web 

browsers

Utilize the user labelled data 
to train existing algorithms 

effectively

Once the algorithm is trained we can 
integrate it with other dark ad collection 

projects

needToKnow.io

Dark Ads observatory

Future Extensions
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